












Introduction to the 
National Cyber Security Centre



The National Cyber Security Centre (NCSC), a part of 
GCHQ, is the UK’s technical authority for cyber threats. 

Our vision is to make the UK the safest place to live and 
work online.

We support the most critical organisations in the UK, the 
wider public sector, industry, SMEs as well as the general 
public. 

When incidents do occur, we provide effective incident 
response to minimise harm to the UK, help with recovery, 
and learn lessons for the future. 

National Cyber Security Centre



▪ Guidance – Actions to take when the cyber threat it heightened

▪ News – UK joins international partners to issue advice on latest Russian cyber 
threat

▪ Blog Post – Use of Russian technology products and services following the 
invasion of Ukraine

▪ Sign up to our Subscription Centre (Threat Reports & Advisories) to receive 
real time alerts 

NCSC Update



39% of businesses…report 
having any kind of cyber 
security breach or attack in 
the last 12 months
Cyber Security Breaches Survey 2022



This information is exempt under the freedom of Information Act 2000(FOIA) and may be exempt under other UK information legislation. Refer any FOIA queries to ncscinfoleg@ncsc.gov.uk. All material is UK Crown copyright ©.

Take your email security to another level

Action 1 
Use a strong and different password for your email using 3 random words

Action 2
Turn on 2-Step Verification (2SV) for your email 

Follow on Actions
▪ Save passwords in your browser
▪ Backup your data
▪ Update your devices
▪ Get your free Cyber Action Plan

mailto:ncscinfoleg@ncsc.gov.uk


Building a resilient nationSmall Business Guide



Building a resilient nation

Guidance to help business prepare their 
response to and plan their recovery from a 
cyber incident Prepare for incidents

Identify what’s happening

Resolve the incident

Report the incident to wider stakeholders

Learn from the incident

Response and Recovery Guide



Building a resilient nation

An online tool which helps organisations 
find out how resilient they are to cyber 
attacks and practise their response in a 
safe environment

Exercise in a Box



Building a resilient nation
10 Steps to Cyber Security 



Building a resilient nation
Board Toolkit

▪ Introduction to cyber security for board members

▪ Understanding the threat

▪ Collaborating with suppliers and partners

▪ Planning a response to a cyber incident 



Building a resilient nation
Cyber Essentials

▪ Cyber Essentials helps you to guard your 
organisation against cyber attack

▪ Cyber Essentials

▪ Cyber Essentials Plus

▪ Cyber Essentials Readiness Tool 



Building a resilient nationSupply Chain Security 

The principles have been divided into four separate stages:

1. Understand the risks

2. Establish control

3. Check your arrangements

4. Continuous improvement

A series of 12 principles, designed to help you establish 
effective control and oversight of your supply chain.



Building a resilient nationActive Cyber Defence (ACD)

Early Warning
Helps organisations investigate cyber 
attacks on their network by notifying 
them of malicious activity that has 
been detected in information feeds.

Logging Made Easy (LME)
Helps organisations to install a basic 
logging capability on their IT estate 
enabling routine end-to-end 
monitoring of Windows systems.

Email Security Check
Identifies vulnerabilities that could 
lead to email spoofing or email 
privacy being breached 



Cyber Security Information Sharing Partnership - CiSP

A joint industry and government 
initiative set up to allow 
UK organisations to share cyber 
threat information in a secure 
and confidential environment.



NCSC Subscription Centre

NCSC Small Organisations Newsletter

Weekly Threat Reports

NCSC Advisories

Information about CyberUK

NCSC Digital Lofts







Cyber Security: 

The Hot topic in Cold storage Logistics



Today’s speaker

Jay Tahasildar: Founder & Managing Director
E-mail: jay.t@mercuriusit.com

Microsoft Gold Partner

• Gold Enterprise Resource Planning • Gold Application Development 

• Gold Collaboration & Content • Gold Small & Midmarket Cloud Solutions 

• Gold Cloud Platform • Gold Project & Portfolio Management 

• Gold Cloud Productivity • Gold Windows & Devices

• UK Partner for Boltrics 3PL Solution, powered by Microsoft Dynamics 365 Business Central



Why do we talk about
Cyber Security? 

• Worldwide shift towards cyber crime

• Prime targets





39% of 
businesses 
reported cyber 
security breach 
or attack

The numbers

21% of 
businesses that 
reported a 
cyber breach or 
attack 
experienced a 
negative 
outcome

The average 
cost of cyber 
security 
breaches is 
estimated to be 
£8,460

83% of cyber 
breaches or 
attacks on 
businesses 
were phishing 
attacks



Prime targets 
in Food Supply Chain

• Temperature controlled goods

• High cost of a systems outage

• Old systems

• Pressure on Supply chain 

• Limited attention to Cyber Security 



How to prevent cyber attacks? 

83% of cyber 
breaches or 
attacks on 
businesses 
were phishing 
attacks



Can we prevent cyber 
attacks? 
Well, we can’t stop them 
completely! 

But we can Prepare

and 

Protect our business from 
any potential damage!

Stay one step ahead! 



A Microsoft way…

• Start with a secure foundation

• Simplify security with built in controls

• Detect threats early with unique intelligence 

• Source: https://azure.microsoft.com/en-gb/overview/security/



Security Guidance

Implementation

Architects & Technical Managers

CIO

Technical Leadership

CISO

Business Leadership

CEO

Business and Security 

Integration

Implementation

Technical Planning

Architecture and 

Policy

Security Strategy, 

Programs, and Epics 

Securing Digital 

Transformation

Cloud Adoption Framework (CAF)

Microsoft Cybersecurity Reference 
Architectures (MCRA)

Microsoft Security 
Documentation

Product Docs 
Azure | Microsoft 365

Azure Security 
Benchmark

Well Architected Framework 
(For Azure Workload Owners)

Initiative Planning/Execution

Privileged 
AccessRansomware

Zero Trust Azure 
Top 10

https://aka.ms/secureadoption
http://aka.ms/MCRA
https://aka.ms/SecurityDocs
https://docs.microsoft.com/azure/security/
https://docs.microsoft.com/microsoft-365/security
https://aka.ms/benchmarkdocs
https://aka.ms/WAFSecurity
https://aka.ms/SPA
http://aka.ms/humanoperated
http://aka.ms/ztguide
https://aka.ms/azuresecuritytop10


Information Risk Management

Supply Chain Risk (People, Process, Technology)

Program Management Office (PMO)

Managing Information\Cyber Risk
Security responsibilities or “jobs to be done”

December 2021 -

https://aka.ms/SecurityRoles

Posture Management

Incident 
Management

Incident
Response

Threat 
Hunting

Incident 
Preparation

https://aka.ms/SecurityRoles


https://aka.ms/MCRA

S3

Azure Active Directory

Azure Key Vault

Azure Backup

GitHub Advanced Security – Secure development and software supply chain

Defender for Cloud – Cross-Platform Cloud Security Posture Management (CSPM)

B2B B2C

Azure AD App Proxy
Beyond User VPN

Security Documentation

Microsoft Best Practices

Top 10

Benchmarks CAF WAF

Security & Other Services

Discover

Protect

ClassifyMonitor

Microsoft Sentinel – Cloud Native SIEM, SOAR, and UEBA for IT, OT, and IoT

Endpoint
& Server/VM

Office 365
Email and Apps

Cloud 
Azure, AWS, GCP, 
On Premises & 
other 3rd party 
clouds

Identity
Cloud & 

On-Premises

SaaS

Cloud Apps

Other Tools, 
Logs, & Data 
Sources

+ More

OT, IoT, SQL, 
and more

https://docs.microsoft.com/azure/purview/overview
https://aka.ms/MCRA
https://azure.microsoft.com/en-us/marketplace/
https://docs.microsoft.com/microsoft-365/compliance/information-protection?view=o365-worldwide
https://docs.microsoft.com/azure/information-protection/deploy-use/deploy-aip-scanner
https://docs.microsoft.com/en-us/information-protection/get-started/requirements-applications
https://blogs.technet.microsoft.com/enterprisemobility/2015/09/08/sealpath-brings-rms-protection-to-autocad/
https://docs.microsoft.com/azure/active-directory/
https://docs.microsoft.com/azure/azure-arc/
https://azure.microsoft.com/en-us/services/security-center/
https://docs.microsoft.com/azure/key-vault/key-vault-overview
https://docs.microsoft.com/azure/application-gateway/application-gateway-web-application-firewall-overview
https://docs.microsoft.com/azure/virtual-network/ddos-protection-overview
https://azure.microsoft.com/services/site-recovery/
https://docs.microsoft.com/azure/firewall/overview
https://docs.microsoft.com/microsoft-365/security/office-365-security/attack-simulator
https://docs.microsoft.com/microsoft-365/compliance/insider-risk-management
https://docs.microsoft.com/azure-sphere/product-overview/what-is-azure-sphere
https://aka.ms/STP
https://docs.microsoft.com/azure/private-link/
https://docs.microsoft.com/azure/active-directory/active-directory-conditional-access-azure-portal
https://aka.ms/GHSecurity
https://technet.microsoft.com/itpro/windows/keep-secure/windows-10-security-guide
https://technet.microsoft.com/itpro/windows/keep-secure/windows-10-security-guide
https://docs.microsoft.com/windows/security/threat-protection/microsoft-defender-atp/microsoft-threat-experts
https://aka.ms/DART
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://docs.microsoft.com/microsoft-365/compliance/endpoint-dlp-learn-about
https://docs.microsoft.com/windows/security/threat-protection/microsoft-defender-atp/web-protection-overview
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://docs.microsoft.com/windows/security/threat-protection/microsoft-defender-atp/next-gen-threat-and-vuln-mgt
https://docs.microsoft.com/azure/security-center/azure-defender
https://docs.microsoft.com/azure/security-center/azure-defender
https://docs.microsoft.com/microsoft-365/compliance/communication-compliance
https://docs.microsoft.com/azure/lighthouse/overview
https://docs.microsoft.com/azure/security-center/security-center-intro
https://azure.microsoft.com/blog/regulatory-compliance-dashboard-in-azure-security-center-now-available/
https://docs.microsoft.com/azure/security-center/secure-score-security-controls
https://docs.microsoft.com/en-us/azure/bastion/bastion-overview
https://docs.microsoft.com/microsoft-365/compliance/ediscovery
https://support.office.com/article/Manage-data-governance-in-Office-365-48064107-fed2-4db0-9e5c-aa5ddd5ccb09
https://docs.microsoft.com/azure/defender-for-iot/
http://www.microsoft.com/SDL
https://servicetrust.microsoft.com/
https://aka.ms/threatintelligence
https://docs.microsoft.com/defender-for-identity/what-is
https://docs.microsoft.com/azure/active-directory/active-directory-privileged-identity-management-configure
https://docs.microsoft.com/azure/active-directory/active-directory-identityprotection
https://docs.microsoft.com/azure/active-directory/active-directory-b2b-what-is-azure-ad-b2b
https://docs.microsoft.com/azure/active-directory-b2c/
https://docs.microsoft.com/azure/active-directory/active-directory-identityprotection
https://docs.microsoft.com/azure/active-directory/authentication/multi-factor-authentication
https://www.microsoft.com/account/authenticator
https://docs.microsoft.com/windows/security/identity-protection/hello-for-business/
https://docs.microsoft.com/azure/active-directory/governance/identity-governance-overview:~:text=Azure%20Active%20Directory%20(Azure%20AD)%20Identity%20Governance%20allows,critical%20assets%20--%20while%20ensuring%20employee%20and
https://docs.microsoft.com/azure/active-directory/authentication/howto-authentication-passwordless-security-key#:~:text=User%20registration%20and%20management%20of%20FIDO2%20security%20keys,method%20and%20choosing%20Security%20key.%20More%20items...%20
https://azure.microsoft.com/en-us/services/expressroute/
https://azure.microsoft.com/marketplace/
https://azure.microsoft.com/blog/security-and-compliance-in-azure-stack/
https://docs.microsoft.com/azure/active-directory/manage-apps/application-proxy
https://aka.ms/SecurityDocs
https://aka.ms/SecurityDocs
https://aka.ms/SecurityBestPractices
https://aka.ms/azuresecuritytop10
https://aka.ms/benchmarkdocs
https://aka.ms/CAFSecurity
https://aka.ms/WAFSecurity
https://docs.microsoft.com/azure/
https://docs.microsoft.com/microsoft-365/security/mtp/microsoft-secure-score
https://docs.microsoft.com/microsoft-365/compliance/compliance-score-calculation
https://docs.microsoft.com/mem/
https://docs.microsoft.com/mem/intune/
https://docs.microsoft.com/mem/configmgr/
https://aka.ms/spa
https://aka.ms/PAW
https://docs.microsoft.com/cloud-app-security/what-is-cloud-app-security
https://aka.ms/AzureSentinel
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://docs.microsoft.com/microsoft-365/security/office-365-security/office-365-atp
https://docs.microsoft.com/azure/security-center/azure-defender
https://go.microsoft.com/fwlink/p/?linkid=2134538
https://docs.microsoft.com/cloud-app-security/what-is-cloud-app-security
https://docs.microsoft.com/cloud-app-security/what-is-cloud-app-security
https://technet.microsoft.com/en-us/itpro/windows/keep-secure/windows-10-security-guide
https://www.microsoft.com/en-us/security/threat-protection
https://docs.microsoft.com/microsoft-365/security/mtp/microsoft-threat-protection
https://docs.microsoft.com/microsoft-365/security/mtp/microsoft-threat-protection


Defender for 

Office 365

Defender for Endpoint

Defender for 

Identity

Phishing

mail

Open 

attachment

Click a URL 

Browse 

a website

Exploitation

and Installation
Command

and Control 

Azure AD 

Identity Protection

Brute force account 

or use stolen account 

credentials

User account is 

compromised

Attacker collects

reconnaissance & 

configuration data

Attacker attempts 

lateral movement 
Privileged account 

compromised

Domain 

compromised

Defender for 

Cloud Apps

Attacker 

accesses 

sensitive data

Exfiltration 

of data

Leading 
indicatorsHistory of violations

Distracted and careless

Disgruntled or disenchanted

Subject to stressors
Insider has access 

to sensitive data

Anomalous

activity detected

Data  

leakage

Potential 

sabotage

Defend across attack chains

Insider risk 

management

Defender for IoT (& OT)

Disrupt OT 

Environment
IoT Device 

Exploitation

Microsoft Defender for 
Cloud

https://aka.ms/MCRA

https://docs.microsoft.com/microsoft-365/security/office-365-security/office-365-atp
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://go.microsoft.com/fwlink/p/?linkid=2134538
https://docs.microsoft.com/azure/active-directory/active-directory-identityprotection
https://docs.microsoft.com/cloud-app-security/what-is-cloud-app-security
https://docs.microsoft.com/microsoft-365/compliance/insider-risk-management
https://aka.ms/AzureSentinel
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://docs.microsoft.com/azure/security-center/azure-defender
https://aka.ms/MCRA


7 Practical Cyber Security tips from Microsoft

1. Maintain antivirus and security software

2. Manage identities and access

3. Protect devices

4. Lock unattended machines

5. Consider a VPN for Remote Access

6. Provide security training and reminders

7. Use secure tools built for business



Software Solution for 3PL Cold Stores: Boltrics 3PL Solution
Business Solution delivered on Cyber Secured Microsoft Azure Platoform!

WMS FMSTMS

Microsoft Dynamics NAV

Cross dock

Timeslot / Gate Acces

RF scanning

Ocean freight
INTTRA / Portbase

Air freight
IATA / OAG / Cargo Office

Road freight

Document capture

Incident Registration

Web portal 

Connector

Transsmart Integr.

Customs declaration

Power BI

DataHub

Voice Picking

Map / Route calculation

Graphical planning

APS Integration

On board computersValue Added Logistics

POD App

App Platform

Multi Company



Customer Story







Contact us for “Cyber Security Readiness”!

Scott McKenzie: Marketing Manager 

E-mail: scott.m@mercuriusit.com

Jay Tahasildar: Founder & Managing Director

E-mail: jay.t@mercuriusit.com



Thank you for joining.
www.mercuriusit.com




