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https://www.keeper.io/hubfs/2021_Ransomware_Impact_Report/2021_Ransomware_Impact_Report.pdf
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NCSC Gateway to Ransomware Guidance
2 key messages to help prepare for and protect against Ransomware attacks

https://www.ncsc.gov.uk/blog-post/offline-backups-in-an-online-world
https://www.ncsc.gov.uk/information/early-warning-service
https://www.ncsc.gov.uk/guidance/multi-factor-authentication-online-services
https://www.ncsc.gov.uk/blog-post/protecting-system-administration-with-pam
https://www.ncsc.gov.uk/blog-post/three-random-words-or-thinkrandom-0
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https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ncsc.gov.uk%2Finformation%2Fearly-warning-service&data=04%7C01%7Ctom%40coldchainfed.org.uk%7C9a6355189e564fe75fb708d9aea03f22%7C332b156649a2430499787d47702e4266%7C0%7C1%7C637732825564419779%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=c6L9cC3EH%2B%2BI%2FMxmIbsd3yVHRNYiNvl%2Bx6bPLlj2PiQ%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ncsc.gov.uk%2Fguidance%2Fmitigating-malware-and-ransomware-attacks&data=04%7C01%7Ctom%40coldchainfed.org.uk%7C9a6355189e564fe75fb708d9aea03f22%7C332b156649a2430499787d47702e4266%7C0%7C1%7C637732825564429732%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=iUNAHKziDP2mPwpKGETXUFlo0khyYlo3OIDLexJvVfs%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ncsc.gov.uk%2Fsection%2Finformation-for%2Fsmall-medium-sized-organisations&data=04%7C01%7Ctom%40coldchainfed.org.uk%7C9a6355189e564fe75fb708d9aea03f22%7C332b156649a2430499787d47702e4266%7C0%7C1%7C637732825564429732%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=MYoJV2C%2FFt3oFMMNbdIsXlqB%2FI2%2FlZ%2B8Zw%2Fp6YHo2Lk%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ncsc.gov.uk%2Fcollection%2Fincident-management&data=04%7C01%7Ctom%40coldchainfed.org.uk%7C9a6355189e564fe75fb708d9aea03f22%7C332b156649a2430499787d47702e4266%7C0%7C1%7C637732825564439696%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=tUxbznhovu6t05aYiQbigIzdRkAkxbWUXynB8dIv%2F%2FQ%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=http%3A%2F%2Fcyberaware.gov.uk%2F&data=04%7C01%7Ctom%40coldchainfed.org.uk%7C9a6355189e564fe75fb708d9aea03f22%7C332b156649a2430499787d47702e4266%7C0%7C1%7C637732825564439696%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=W9d1RuaILfVB8lqg8pTdkTViYaKn6Di04SNyhimUkRc%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ncsc.gov.uk%2Fsmallbusiness&data=04%7C01%7Ctom%40coldchainfed.org.uk%7C9a6355189e564fe75fb708d9aea03f22%7C332b156649a2430499787d47702e4266%7C0%7C1%7C637732825564459609%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=XpzMt0Kc1gCUINE%2FoeH1PikVLhvNDkLXCQoOSrnEH%2F8%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ncsc.gov.uk%2Ftraining%2Fcyber-security-for-small-organisations-scorm-v2%2Fscormcontent%2Findex.html%23%2F&data=04%7C01%7Ctom%40coldchainfed.org.uk%7C9a6355189e564fe75fb708d9aea03f22%7C332b156649a2430499787d47702e4266%7C0%7C1%7C637732825564459609%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=4pfwFINfXA%2B8%2BUsiOcruJVyeUqjUhKvjmrq%2BSKXXgCo%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ncsc.gov.uk%2Ftraining%2Ftop-tips-for-staff-scorm-v2%2Fscormcontent%2Findex.html%23%2F&data=04%7C01%7Ctom%40coldchainfed.org.uk%7C9a6355189e564fe75fb708d9aea03f22%7C332b156649a2430499787d47702e4266%7C0%7C1%7C637732825564469562%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=EGLRyhZonzSgCDOyWXzJh73fqhfRvL799s83UCwWbDM%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fexerciseinabox.service.ncsc.gov.uk%2F&data=04%7C01%7Ctom%40coldchainfed.org.uk%7C9a6355189e564fe75fb708d9aea03f22%7C332b156649a2430499787d47702e4266%7C0%7C1%7C637732825564479516%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=KgxIzdes4x9di2QLxzpFYa%2BTA%2FUo4OwzOhmFlWPkI5o%3D&reserved=0
https://www.ncsc.gov.uk/
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https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ncsc.gov.uk%2Fcollection%2Fsmall-business-guidance--response-and-recovery&data=04%7C01%7Ctom%40coldchainfed.org.uk%7C9a6355189e564fe75fb708d9aea03f22%7C332b156649a2430499787d47702e4266%7C0%7C1%7C637732825564479516%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=TE47qYHY4gTPkNEXZy%2FL%2Bh6Jv5RiRpZ7QXUEfQ65XXY%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ncsc.gov.uk%2Fcollection%2F10-steps&data=04%7C01%7Ctom%40coldchainfed.org.uk%7C9a6355189e564fe75fb708d9aea03f22%7C332b156649a2430499787d47702e4266%7C0%7C1%7C637732825564489470%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=WomJzZrMz%2FkzpstQeJBD2%2FIHClTG0%2BqS9wdBW581gJI%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ncsc.gov.uk%2Fguidance%2Fmoving-business-from-physical-to-digital&data=04%7C01%7Ctom%40coldchainfed.org.uk%7C9a6355189e564fe75fb708d9aea03f22%7C332b156649a2430499787d47702e4266%7C0%7C1%7C637732825564489470%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=LmH8jNNvotnnlNNEhXAuITW2fAZ5weAjcrYKj0U6HiU%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ncsc.gov.uk%2Fcollection%2Fsupply-chain-security&data=04%7C01%7Ctom%40coldchainfed.org.uk%7C9a6355189e564fe75fb708d9aea03f22%7C332b156649a2430499787d47702e4266%7C0%7C1%7C637732825564499430%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=MnJQ130%2FXBBsgcy3RwjGwrrRdMgVCq%2F2%2FA26hflThWE%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ncsc.gov.uk%2Fcollection%2Fboard-toolkit&data=04%7C01%7Ctom%40coldchainfed.org.uk%7C9a6355189e564fe75fb708d9aea03f22%7C332b156649a2430499787d47702e4266%7C0%7C1%7C637732825564509387%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=VpaLSsYZRAzXBhcr73VAI8eK5VoKLSptqn%2FNNBMGZts%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ncsc.gov.uk%2Fcyberessentials%2Foverview&data=04%7C01%7Ctom%40coldchainfed.org.uk%7C9a6355189e564fe75fb708d9aea03f22%7C332b156649a2430499787d47702e4266%7C0%7C1%7C637732825564509387%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=TkqqPQ74BwR8cb98%2FONaZt7n4vfNznYQUOFHl0icwsk%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fgetreadyforcyberessentials.iasme.co.uk%2F&data=04%7C01%7Ctom%40coldchainfed.org.uk%7C9a6355189e564fe75fb708d9aea03f22%7C332b156649a2430499787d47702e4266%7C0%7C1%7C637732825564519345%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=Q6VJ%2Br6ADRO%2FEmlLuSikJk7vvUv8LvbXBGcQfrCeQLg%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fyoutu.be%2FDWmMm5IhLDw&data=04%7C01%7Ctom%40coldchainfed.org.uk%7C9a6355189e564fe75fb708d9aea03f22%7C332b156649a2430499787d47702e4266%7C0%7C1%7C637732825564529301%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=uNXJF%2FzYO5PUx8t4kaXHpJgKoeP81wtvirknIpXDR3w%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fyoutu.be%2FNhaPVefCjDo&data=04%7C01%7Ctom%40coldchainfed.org.uk%7C9a6355189e564fe75fb708d9aea03f22%7C332b156649a2430499787d47702e4266%7C0%7C1%7C637732825564539255%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=zTFwWIbo3b22Qo0BGKlGUksBBDZJIfntw9tzo8zJPSM%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fyoutu.be%2FMz0VQx87xvc&data=04%7C01%7Ctom%40coldchainfed.org.uk%7C9a6355189e564fe75fb708d9aea03f22%7C332b156649a2430499787d47702e4266%7C0%7C1%7C637732825564539255%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=0722kR5QzyIrRpOTQm9ZmYw7fPZPbSzbPcU%2FaLup2fU%3D&reserved=0
https://www.ncsc.gov.uk/
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https://eur03.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.actionfraud.police.uk%2F&data=04%7C01%7Ctom%40coldchainfed.org.uk%7C9a6355189e564fe75fb708d9aea03f22%7C332b156649a2430499787d47702e4266%7C0%7C1%7C637732825564549208%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=XSZdEZWDCogPOS%2BtMuW6SoP95%2BW6OhWU6irJXKNmyFw%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Freport.ncsc.gov.uk%2F&data=04%7C01%7Ctom%40coldchainfed.org.uk%7C9a6355189e564fe75fb708d9aea03f22%7C332b156649a2430499787d47702e4266%7C0%7C1%7C637732825564559173%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=FLgTYk2r4wzkbGP8PU8QNMR%2BE8bPAd2SczZk3jOLOSs%3D&reserved=0






https://www.coldchainfederation.org.uk/ensuring-food-safety-in-the-cold-chain/
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https://www.food.gov.uk/contactbusinessesreport-safety-concern/report-a-food-crime


https://www.food.gov.uk/food-fraud-resilience-self-assessment-tool
https://www.food.gov.uk/food-fraud-resilience-self-assessment-tool
https://www.food.gov.uk/food-fraud-resilience-self-assessment-tool
mailto:NFCU.Outreach@food.gov.uk
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25 June 2019 Federation Launch 


